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STAT Dear C_], 


DIA is obviously complaining about DCID 1/7 caveats 
NO .CONTRACT/ORCON. There is absolutely nothing in these papers 
which would indicate a problem with the compartmentation system. 


It appears as you say that the problem is within DIA and 
they ought to be able to solve it themselves. This problem is 
succinctly stated in the paragraph IC of enclosure 1 TCSP 91176276. 


I would be willing to take this problem on but will require 
considerable amount of additional information regarding(a) SECCM's 


policy and doctrine regarding the requirements for ORCON and NO CONTRACT, 
and (b) DIA's procedures for implementing the use of ORCON and NO CONTRACT. 


[oY STATINTL 
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INTELLIGENCE COV, iUNITY STAFF 


13 July 1976 


NOTE FOR NFIB SECRETARIAT: 


eked for comments on 
this paper as to where it should be handled. 
I have talked to DIA and was informed that the 
"Problem A" bottleneck is caused by the 
Communications Intelligence Security 
Regulations (CISR) which requires originator 
release for COMINT/SI, 


Since this appears to be the bottleneck, 


suggest SIGINT Division/Committee work 
out easements and reply. 


| 


Executive Secretary 
DCI Security Committee 


Attachment 
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25X1 


NAME AND ADDRESS 


; INITIALS 
Chairman, Security 


Remarks: 


| Per our conversation this date. 


The attached is for your review, 
recommendation, and/or response as 
appropriate. General Wilson's memo- 
randum came directly to the NFIB 
Secretariat. I will not give it 
further distribution pending your 
recommendation. . 


FOLD HERE TO RETURN TO SENDER 


FROM: NAME, ADDRESS ANO PHONE NO. 
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WASHINGTON, 1.C. 20301 


25 JUN 1976 


MEMORANDUM FOR THE CHAIRMAN, NATIONAL FOREIGN INTELLIGENCE BOARD 


SUBJECT: Release of Sensitive Compartmented Information to Contractors/ 
Consultants 


2. In line with the request by the Director, DCA, it is requested that 
the Chairman, NFIB, consider a proposal whereby certain contractors 
engaged "in-house" as consultants on high priority contracts be author- 
ized to view SI (except GAMMA), TK and TK/P, including NOCONTRACTOR 
material, in the same manner as DoD personnel working on the same con- 
tract, without requesting release approval from the originator. 


3. The number of contractor/consultants to be authorized access to the 
SCI under this Proposal would be severely limited. The viewing of such 
material by concerned contractor/consultants would occur within SI/SAO 
accredited areas of the Department of Defense, and the contractor/con- 
or to duplicate any of the material viewed. Further, such contractor/ 
consultants and their contractor employers would be required to agree 
contractor. 


4, Early action on this request would be very much appreciated. 


1 Enclosure * 


DCA ltr, 3 May 76, 
eer Rennes Vi hom 
=TK/P), 1 Cy Samuel Vo Wilson 


THIS LETTER MAY BE DECLASSI- reutenant General, USA 
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WASHINGTON, D.C. 20305 
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REFER TO: OWL 
t 


MEMORANDUM FOR THE DIRECTOR, DEFENS® INTELLIGENCS AGENCY 
SUBJECT : Release of Intelligence Information 


Reference: DoD Directive 5100.79, WWMCC System Engineer, 
21L Nov 75 


25X1 1. [___]In order to exercise the responsibilities specified 
py reference, the WWMCC System Engineering Organization 
(WSEO) must acquire and maintain an accurate working knowledge 
of those aspects of the intelligence collection/fusion/ 
analysis/dissemination process which are necessary to insure 
a cost-effective and compatible WWMCCS interface and oroduct 
utilization. 


25X11 2. [___] Due to the austere manning currently approved for 
WSFO Lt Ls necessary that I augment the staff with contractor/ 
consultant employees. It 1s also necessary that a Limited 
nunber of these consultant personnel, who will directly 
narticipate on-scene in the WSEO work, be granted "across 
the board” access to pertinent conpartnented intelligence 
information at the Category TII CClrNt, TALENT =-<aY HOLS , 

25X1 [___]}, and AMMA Level in order for the “SRO to accozplish 
{ts mission. Processing time for individual requests for 
authorization to release congartmented infornation in tne 
past has ranged fron two to four weesxs. The WSEO, due to 
short susoense actions, cannot be constrained by such delays. 


25X11 3. Soecifically, it is requested that the SSO/TCO DCA, 


on beualf of the DWSE be authorized to grant WSE consultant 
personnel access to pertinent conpartmented information, 


poaysao. 76 fe 
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CA Memo, 241, Release of intelligence tnformation 


Similar to that access which hea grants to -CA oersonnel, 
but subject to the additional restrictions outlined in 
Ghe enclosure. The suggested procedure, also outlined in 
anclosure 1, would establish: 


a. ‘The number, identity and clearance level of the 
“SEQ contractor consultants. 


b. he ground rules to be followed by the SSo/?fco 
OC’ with regard to authorizing the access of these consultants. 


c. ‘the information categories (see Annex A) of documentation 
which are auplicable to this procedure, 


d. The controls on she wWSEKO consultants necessary to 
insure minimun exposure of thea accessed material. 


25X14 a La In view of the early products the WWMCCS comaunity 
is anticipating fron the “SEO, exoeditious approval of this 
memorandum is requested. T would be nleased to discuss 
any areas of concern you may have regarding this request. 


SICNCD 


1 #nclosure a/s LEE M. PASCHALT, 
Lt General, USAR 
Director, WWMCC Systems 
Engineering 


an 
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ACCESS BY WSRO CONSULTADTS 
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COMPARTMENTED INTELLIGENCE Doct 
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T. BACKGROURL 
. A. [| The WSEO, in Bo daa with the WHMCCS 
Community, Military Rae a efense Amencties and other 
DoD components, Ls responsible for the identification of 
system solutions wien WWMCCS which depend, among other 
things, on an aceurate characterization of intelligence 
inpuls. In addition, the WSEO requires vhreut data which 
may atfect the concept of operations, the toval system 
desten, or the physical’ or functional performance of any 
component of the WWMCCS or its supporting subsystems. 


eye Ll The current authorized strength of the WSE 
Organization is 15 professionals, This manpower constraint, 
coupled with the broad scope and immediacy of the WSE mission, 
dictates the use of contractual support to the varied, 
specialized analyses required of the WSES, The short response 
time typically necessary in the discharge of the mission 
deseribed by Dob Dir 5100.79 further enphasizes the need 


to employ contractor specialists as integral performing 
members (action officers) of the WSE Organization. 


eee 


on [ he normal DIA procedures required for the DCA 
Spectal Special Security Officer (SSO DCA) to provide 
contractor personnel access to compartmentei intelligence 
documents involves 4a request to DIA, a LIA staffing cycle 
and subsequent approval/disapproval on a docunent-by- ~document 
basis. This cycle takes typically fours weexs or longer, 


9 


\to complete. Tn contrast, DCA personnel who can denonstrate 


\a need-to-know and proper access authorivation are granted 
(timely necoss to any document which has heen released to 
ie DCA. 


ld. ee Successful accomplishment of the WSE mission 
requires tht a Jimited number of consultants to the WSEO 
be «ranted secess to material without Incurring the time 


delay deseribed in the preceding paragraoh. 


hie. Agi ASUTVANT ACCESS CONTROLS 


ie eee in recornition of the axtreme sensitivity 
of the comprrtmantead intelligence inforation/mae terial to 


whieh acrcese io being requested, tight controls will be 


1 RI rag rt yom gen 
woh op 
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imposed over Lhe concultants covered by this agreement. 
WORO consulta: Sh Gucd for such access will be acting as 
individual Aehion Cefteers of the WWMCC System Engineering, 
Srmnisoabtion cmt nob 1s representatives of their parent 
organLeations, 


Ia, {| In addition to the normal security 
procedures applicable to the material, the WSEO consultants 
Will be subject to the additional constraints outlined below: 


1. ‘The SSO/TCO DCA will limit the access of each 
consultant to those categories of information where the 
WSE has certified the individual's need-to-know for current 
job performance, , 


2. Only those consultant personnel specifically 
identified to the SSO/TCO DCA as being assigned and approved 
by the WSE to support the WSEO will be sranted access under 
this agreement. 


3. The consultant personnel, and thelr employer, 
will agree in writing not to disseminate/reveal any information 
obtained under this agreement to the employer. 


4}, Access to information under this agreement will 
be at approved government facilities and under the cognizance 
of the SSO/TCO NDGA. Documents will be produced as DCA 
products and will not be released to contractor facilities 
or contractor employees without the specific approval of DTA. 


%. The WSH will advise DIA (through the SSO/TCO DCA) . 
of the names and corporate affiltations of each contractor 
granted thia "spocial consultant" status. 


Ce = The number of individuals to be designated as 
WSRO specTal consultants will not exceed ten (10) at any 

time. It is the WSE's intention that these individuals be 
availoble for relatively long-term assignment to the WSEO. 

The WOE will discourage the rotation of consultant personnel 
with access undor this agreement (both as an additional 

limit on proliferation of access, and for program continuity). 
Purther, the WOE intends to minimize the number of contractor 
organizations to be utilized under this agreement. 
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selectei 35 SEO consultants. 
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(Security Classification) 


CONTROL NO. 


PREPARE 
“RECOMME 
RETURN. 


“REPL 
NOATION 


Handle Via 


f| 


Channels 


NO 
O1 


Access to this document will be restricted to 
those approved for the following specific activities: 


2541 = 


Warning Notice 
Sensitive Intelligence Sources and Methods Involved 


NATIONAL SECURITY INFORMATION 


Unauthorized Disclosure Subject to Criminal Sanctions 
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DISSEMINATION CONTROL ABBREVIATIONS 


NOFORN- Not Releasable to Foreign Nationais 
NOCONTRACT- Not Releasable to Contractors or 
Contractor/Consultants 


PROPIN- Caution-Proprietary Information Involved 

USIBONLY- USIB Departments Only 

ORCON- Dissemination and Extraction of Information 
Controlled by Originator 

REL... - This Information has been Authorized for 
Release to... 
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